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Abstract—Secure and reliable communications are vital to de-
fense forces in achieving operational goals. Likewise, limiting the
opponents’ capabilities to communicate further advances the host
forces’ chances of operational success. In this work, we propose
a method to fortify the host forces’ wireless communications
against adversarial attacks while at the same time restricting
the opponents’ capabilities to wirelessly communicate. That is,
we propose a band-limited known-interference cancellation (KIC)
method that enables the host forces to cover a large portion of
the electromagnetic spectrum with wideband jamming, yet lets
the host force communication nodes cancel that jamming signal
upon reception even if the nodes only receive a narrowband
portion of it. We study how the proposed KIC method works
based on measurements with commercial off-the-shelf software-
defined radios. The results demonstrate that the band-limited
KIC method achieves performance that is comparable to non-
band-limited methods and, in doing so, leads the way for
practical applications of cooperative jamming in scenarios where
narrowband communication links span over a wide bandwidth.

I. INTRODUCTION

Jamming can provide physical layer security to authorized
wireless communication nodes and limit unauthorized wireless
nodes from communicating among themselves if the jamming
signal can be canceled or avoided by the former but not
by the latter [1]. It has been demonstrated that by using a
cooperative jammer that transmits a jamming signal which
is in advance known to the authorized nodes, both of these
benefits can be achieved simultaneously by using known-
interference cancellation (KIC) methods at the authorized
receivers to suppress the effects of jamming therein [2], [3].
However, the existing KIC methods require the jamming
signal bandwidth to not exceed the receiver bandwidth. When
used with narrowband receivers that have their RF front-ends
matched to a single channel, the existing KIC methods would
also limit cooperative jamming to a single channel.

In practice it would be desirable to simultaneously secure
and restrict authorized and unauthorized wireless communica-
tions respectively on multiple narrowband channels (as illus-
trated in Fig. 1). To that end, we extend in this work the same-
bandwidth KIC method of [3], [4] to work in a band-limited
configuration so that any received narrowband portion of a
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wideband jamming signal can be suppressed when knowledge
about the wideband jamming signal is available. We analyze
how the developed method performs when combined with a
narrowband tactical communication system, how it performs
when there is an adversarial narrowband interferer present,
give insights into the method’s applicability to frequency
hopping systems, and finally demonstrate its potential benefits
on the battlefield.
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Fig. 1. Wideband cooperative jammer prevents an opponent from accessing
the EM spectrum but requires band-limited KIC for narrowband host receivers
to remain functional and achieve an EM advantage over the opponent.



II. BAND-LIMITED KIC

Even when the receiver knows in advance the discrete-time
baseband signal that a transmitter broadcasts, canceling the
received version of that signal is not trivial because it will be
significantly changed. This is caused by the radio-frequency
(RF) front-end imperfections at the two devices, as well as
the time-varying multipath propagation in between. In order
to cancel the received version of the known signal, the afore-
mentioned changes need to be estimated and compensated
for at the receiver. Doing so has been studied extensively for
carrying out self-interference cancellation (SIC) in full-duplex
(FD) radios [5], [6]. However, compared to SIC, KIC methods
require additionally to account for the carrier and sampling
frequency offsets between the separate radios.

Several methods already exist that account for these fre-
quency offsets and facilitate KIC [2], [3], [7]. However, the
existing KIC methods only work when the known interference
(KI) fits in the receiver bandwidth entirely. In this work, we
build on an existing same-band KIC method [3] to develop a
band-limited KIC method that can suppress a KI signal even
when only a narrowband portion of the originally wideband
KI signal is received. We consider the band-limited received
signal to be

d(n) = wHrn, (1)

where w is the impulse response with length K equivalent of
the cascaded receiver filters and the received signal without
filtering is rn = [r(n), . . . , r(n − K + 1)]. The individual
elements of which are given by

r(n) = hH
jr yne

j
∑n

i=1 ϵ(i) + hH
trsn + v(n) (2)

where hjr and htr are the respective channel impulse responses
from jammer and transmitter to the receiver, yn accounts
for sampling the KI signal x(t) with time-varying sampling
frequency offset η(i) according to [4, Eq. (2)], the term
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Fig. 2. The proposed band-limited KIC algorithm. The algorithm is imple-
mented digitally and slots into the receiver path of any software-defined radio.

ej
∑n

i=1 ϵk(i) accounts for the carrier frequency offset between
the jammer and receiver, sn is the signal of interest, and v(n)
is the measurement noise. We consider the band-limited clean
received signal without KI to be

d̃(n) = wH r̃n, (3)

where r̃n = [r̃(n), . . . , r̃(n−K+1)] and the individual vector
elements are given by r̃(n) = hH

trsn + v(n).
It would not suffice to filter out a portion of the wideband KI

and use that band-limited portion of the KI with existing same-
band KIC methods — the receiver does not know a priori
which portion of the wideband KI it has received because of
the two frequency offsets. The frequency offsets need to be
compensated for before the bandwidth of the original KI is
matched to that of the received KI. The proposed band-limited
KIC method is illustrated in Fig. 2 and listed as Algorithm 1.
In the algorithm listing, M denotes the number of filter taps
used to model the channel hjr, N is the number of received
samples, x̂ holds a prepocessed version of the original KI
signal x, d holds the received signal, µh, µϵ, and µη are the
respective step sizes controlling the rate of channel, carrier
frequency offset, and sampling frequency offset estimation, ŵ

Algorithm 1 band-limited extension of the FO-LMS algorithm
1: procedure BL-FO-LMS(M,N, x̂, d, µh, µϵ, µη, ŵ,K, U )
2: ĥ0 ← 0M×1, ϵ̂(0)← 0, η̂(0)← 0 // Initializing parameter estimates
3: ŷ1 ← 0K×1, z1 ← 0M×1, ϕ(1)← 0, t(1)← 0 // Initializing internal variables

4: for n← 1 to N do // Iterating over received samples
5: ŷn ← [x̂(t(n))ejϕ(n), x̂ (t(n)− (U + η̂(n− 1)) ejϕ(n−1), . . . , // Sampling rate conversion

x̂ (t(n)− (K + 1)(U + η̂(n− 1)) ejϕ(n−K+1)]
6: zn ← [ŵH ŷn, ŵ

H ŷn−1, . . . , ŵ
H ŷn−M+1] // Filtering

7: d̂(n)← ĥH
n−1zn

8: e(n)← d(n)− d̂(n) // Estimation error calculation
9: ĥn ← ĥn−1 + µhzne

∗(n) // Channel estimation
10: ϵ̂(n)← ϵ̂(n− 1) + µϵℑ

{
d̂(n)e∗(n)

}
// Carrier frequency offset estimation

11: η̂(n)← η̂(n− 1) + µηℜ
{
ĥH
n−1z

′
ne

∗(n)
}

// Sampling frequency offset estimation
12: ϕ(n+ 1)← ϕ(n) + ϵ̂(n) // Updating internal variables
13: t(n+ 1)← t(n) + (1 + η̂(n))
14: end for
15: end procedure



is the impulse response of the receiver filters modeled by K
filter taps, and U is the undersampling factor of the received
KI compared to the known KI.

As illustrated in Fig. 2, x(n) is first frequency shifted so
that the portion of wideband KI that is expected to be received
(i.e., would be received without carrier frequency offset) is
centered at baseband. Then, that frequency-shifted signal is
low-pass filtered so that the sampling rate conversion within
the algorithm does not introduce aliases in the final signal.
After these preprocessing steps, the algorithm estimates the
channel and frequency offsets in combination with applying
the filter ŵ. Comparable approaches have, for example, been
applied in band-limited digital predistortion of wideband RF
power amplifiers [8]. The algorithm provides an estimate of
the received KI signal d̂(n) and, by subtracting that estimate
from the actual received signal, an error signal

e(n) = d(n)− d̂(n) ≈ wH r̃n, (4)

which with good estimates of the parameters will approximate
to the filtered signal of interest and measurement noise.

III. MEASUREMENT SETUP

We evaluated the performance of the band-limited KIC
method described in Section II when dealing with a combina-
tion of wideband KI and narrowband tactical communication
signals using the measurement setup illustrated in Fig. 3. The
three nodes were implemented using USRP-2900 software-
defined radios that operated on 300MHz center frequency
and that were connected through coaxial cables. The con-
nections included variable attenuators to control the signal-
to-interference-plus-noise ratio (SINR) at the receiver.

The cooperative jammer transmitted a 12MHz band-limited
noise signal that was constructed with a pseudo-random num-
ber generator and digital filtering. This approach straightfor-
wardly facilitates generating the same KI waveform in the
cooperative jammer and authorized receivers, relying only on a
pre-shared secret seed for the pseudo-random number genera-
tor. In practice, not knowing the seed would prevent opponents
from canceling the received jamming signal even if they had
KIC capabilities. The transmitter sent a signal of interest using
the NATO narrowband waveform (NBWF) [9], which is a
continuous phase-modulated waveform with different modes
of either 25 kHz or 50 kHz bandwidth. In the measurements
presented herein, the 25 kHz mode N1 was used.

The superposed signals were recorded for offline processing
with wide and narrow bandwidths: 14.4MHz and 300 kHz,
respectively. Same-band KIC was used on the recordings with
wide bandwidth and band-limited KIC on the recordings with
narrow bandwidth. To simplify the processing, all nodes were
connected to a reference timing generator that provides coarse
knowledge about where in the recordings the transmitted
signals are positioned. Also, the transmitter and receiver, but
not the cooperative jammer, were connected to a reference fre-
quency generator that removed carrier and sampling frequency
offsets between the two connected devices, simplifying the
signal of interest processing but not simplifying the KIC.
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Fig. 3. Diagram of the measurement setup.

IV. RESULTS

Fig. 4 illustrates the superposed measurement signals with
wideband and narrowband reception. With wideband reception
(Fig. 4a), the KI and signal of interest fit entirely within
the 14.4MHz receiver bandwidth, allowing same-band KIC
methods to be used. With narrowband reception (Fig. 4b),
only a portion of the KI signal fits within the 300 kHz receiver
bandwidth while that bandwidth is sufficient for the signal of
interest. The latter is in practice the preferable way to acquire
the signal of interest as it lowers requirements on the receiver
hardware and limits the effects of out-of-band interference.
However, this approach requires a band-limited KIC method
if wideband KI is used.

A. Same-Band vs Band-Limited KIC

Fig. 5 shows in detail the same-band and band-limited KIC
performance depending on the received KI power when there
is no signal of interest transmitted. This analysis provides a
benchmark of how well the two KIC methods can potentially
perform when the signal of interest is included. The results
show that both methods achieve similar KIC performance,
with around 48 dB of suppression at most. The methods’
performance does drop significantly when the received KI is
so powerful that the receiver front-end distorts the signal as
neither method compensates for nonlinear distortions. Still,
both KIC methods provide a considerable range of received
KI power over which they achieve very good KI cancellation.
The same-band KIC method has already been demonstrated
effective when a KI superposes various signals of interest [3],
[7] and, as such, the results in Fig. 5 are promising in terms of
using band-limited KIC in narrowband tactical communication
receivers for suppressing a portion of a wideband KI for
subsequent signal-of-interest processing.
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(a) Wideband reception of the measurement signals

−150 −100 −50 0 50 100 150

−140

−120

−100

−80

−60

sampling

bandwidth

target

bandwidth

NBWF
after KIC

Frequency [kHz]

P
o
w
er

sp
ec
tr
a
l
d
en

si
ty

[d
B
m
/
H
z]

Transmitted Received

Filtered Band-limited KIC

Perfect KIC Noise floor

(b) Narrowband reception of the measurement signals

Fig. 4. The measurement signals at different stages of the measurements.
With narrowband reception, the out-of-band KI causes aliasing within the
receiver bandwidth. To avoid the effects of these, the received 300 kHz signal
is digitally filtered down to 120 kHz.

B. NATO Narrowband Waveform

Fig. 6 demonstrates the KIC methods’ performance as a
measure of the NBWF bit error rate (BER), when that wave-
form is included in the measurements as the signal of interest.
The measurements presented in Fig. 6 were carried out by
varying the received signal-of-interest power while keeping
that of the KI fixed, resulting in the varying jammer-to-signal
ratio (JSR). Comparing Fig. 5 and Fig. 6, it is evident that the
KI cancellation almost directly translates to improved signal-
of-interest demodulation, i.e., the post-cancellation BER is
improved comparably to the pure KI cancellation. This consis-
tency does unfortunately also mean that the residual KI with
these KIC methods prevents the demodulator from performing
as it would with perfect KIC. Still, for a wide range of JSRs
the results demonstrate a considerable benefit from cooperative
jamming and its cancellation.
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Fig. 5. Cancellation performance of the KIC methods without a signal of
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0 10 20 30 40 50 60
10−3

10−2

10−1

100

45 dB

48 dB

Jammer-to-signal ratio [dB]

B
it

er
ro
r
ra
te

No KIC

Same-band KIC

Band-limited KIC

Perfect KIC

Fig. 6. Signal-of-interest demodulation performance without and with KIC.

C. KIC under Blocker

Receiving a narrowband signal with a narrowband receiver,
as opposed to with a wideband receiver, is fitting in practice
so as not to overcomplicate the receiver architecture. Fur-
thermore, narrowband-filtering in the analog domain allows
to limit the negative effects of out-of-band interference on
digitization [10]. Here, performance of the KIC methods is
compared in the presence of such an interference which
overlaps in frequency the wideband KI but not the target band.
The measurements were carried by replacing the NBWF in the
target band with a narrowband jamming signal just outside of
that band. The received blocker power was varied while that
of the KI was fixed. Fig. 7 shows that the blocker leads to
significant residual KI in the target band when using the same-
band KIC method. The band-limited KIC, however, continues
performing as intended.
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D. Frequency-Hopped KIC

Tactical communications often rely on rapid frequency hop-
ping to evade an opponent’s electronic countermeasures [11].
And, for KIC to be practically suitable for such frequency-
hopped systems, the KIC needs to be able to react quickly
to the changes caused by the frequency hopping so as to not
create significant overhead in the system. The RF front-end of
the USRP-2900s used in the measurements herein introduce
a random phase shift every time that the center frequency
is changed. This causes the receiver to perceive the channel
differently and the proposed band-limited KIC method to take
some time to re-converge after a frequency hop. However, the
latter can be largely avoided if the phase offset is compensated
for explicitly after a frequency hop as a one-time operation.
For example, by calculating the phase difference between the
received signal and the estimate of the received signal for the

first received sample after a frequency hop so that

θ = arg {d(n)d̂(n)∗} (5)

and then including that phase offset in the channel estimate

ĥn−1 = ĥn−1e
jθ. (6)

Fig. 8 shows the band-limited KIC method’s convergence
rate during the initial start-up phase and during subsequent
frequency hops to different channels. The proposed band-
limited KIC takes on the order of tens of milliseconds to
converge during the start-up phase (only partially shown).
Even though the channel and frequency offsets remain almost
the same during subsequent frequency hops, the proposed
method converges only slightly faster because of the random
phase offset (dashed purple line). However, with the explicit
phase offset compensation, the KI is suppressed relatively
seamlessly even after frequency hops (solid purple line).

E. Battlefield Performance

We used the results from subsection IV-B to simulate the
impact of cooperative jamming on a pair of narrowband com-
munication nodes belonging either to host or opponent forces
(i.e., both either have or do not have KIC). The position of one
communication node and the cooperative jammer was fixed,
while the position of the second communication node was
varied across the simulated battlefield. Path losses between
all the nodes were obtained using the Egli model [12], with
the nodes’ antennas at a height of 1m, antennas having unit
absolute gain, and carrier frequency being 300MHz. Jamming
transmit power was taken to be 25W within the narrowband
target bandwidth of 120 kHz, tactical radios’ transmit power
to be 2W, and noise floor to be equivalent to that seen in the
measurements, i.e. −97 dBm. Fig. 9 shows, for any position of
the second communication node, the higher of the BERs at the
two communication nodes. Distances in the results are modest
due to the above parameter selection yet still demonstrate that
a considerable advantage for the host can be achieved.
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V. CONCLUSION

We presented a band-limited known-interference cancella-
tion (KIC) algorithm, which allows to estimate and com-
pensate for an unknown wireless channel as well as car-
rier and sampling frequency offsets between a transmitter-
receiver pair when receiving a band-limited portion of a
transmitted wideband known interference (KI) signal. The
proposed algorithm aims to facilitate wideband cooperative
jamming for preventing unauthorized users from accessing the
electromagnetic (EM) spectrum while not affecting authorized
users with narrowband receivers. That is, the host forces could
simultaneously secure multiple of their own narrowband tac-
tical communication links and disrupt those of the adversary,
plus prevent the adversary from carrying out various electronic
support and attack operations.

We studied the algorithm’s performance with software-
defined radios and the NATO narrowband waveform (NBWF).
Measurement results demonstrated that the band-limited algo-
rithm achieves KI cancellation comparable to that of same-
band KIC all the while receiving only a narrow portion of
the KI. Furthermore, the band-limited KIC showed a direct
positive impact on the NBWF processing when received super-
posed with a KI over a wide range of jammer-to-signal ratios
(JSRs). Owing to the fundamental characteristic of narrowband
reception, the band-limited KIC method demonstrated im-
proved performance compared to same-band KIC in canceling
KI when confronted by a narrowband blocker signal. And,
with a few additional steps, the algorithm also showed good
performance in a frequency-hopped configuration. Finally, by
using the measurement results as basis for simulations, we
demonstrated the potential impact of cooperative jamming and
KIC on tactical communications in a battlefield.
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