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Abstract—In this article, we study the advantages and disad-
vantages that full-duplex (FD) radio technology brings to remote-
controlled drone and counter-drone systems in comparison to
classical half-duplex (HD) radio technology. We consider espe-
cially the physical-layer reliability perspective. For establishing a
solid analytical background, we first derive original closed-form
expressions to evaluate demodulation and detection performance
of frequency-hopped and frequency-shift keyed drone remote
control signals under external or self-inflicted interference. The
developed analytical tools are verified by comparison to simulated
results and then used to study the impact that the operation mode
has on the flight range of drones and effective range of counter-
drone systems in different scenarios, linking the physical layer
performance to practical safety. Analysis of the scenarios shows
that FD operation compared to HD can extend the effective range
of a counter-drone system and that in FD mode a drone can
detect the attacks from the counter-drone system from a greater
distance than in HD mode. However, two-way communication
between the remote controller and drone in FD mode compared
to HD significantly reduces the controllable flight range when
targeted by a smart counter-drone system.

Index Terms—Reliability, drone, UAV, counter-drone, half-
duplex, full-duplex, jamming, energy detection.

I. INTRODUCTION

RELIABILITY is a critical issue in wireless communi-
cations, since malicious users may, due to the broad-

cast nature of wireless transmissions, rather easily interfere
with the reception of the transmitted signals at the intended
receiver. There are some reliability-enhancing methods that
can be used on the upper layers of a two-point wireless
communications link to mitigate the effect of interference. For
example, channel coding can help overcome interference at
the cost of redundancy in the communication. However, the
physical-layer implementation (i.e., the modulation technique
and rate along with the use of spread spectrum techniques) of
a wireless system lays the foundation for the communication’s
overall reliability, similarly to how the physical-layer imple-
mentation of an electronic counter-measure system determines
its respective performance.
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One recent development that has the potential to enhance
both wireless communication systems and electronic counter-
measure systems is full-duplex (FD) radio technology. Ad-
vances in the self-interference (SI) cancellation research are
facilitating FD operation [1], allowing at the same time to
combine different aspects of wireless communications and
electronic warfare. Such as, e.g., simultaneous signals re-
ception and jamming, to prevent eavesdropping and increase
the security of wireless systems, or simultaneous surveil-
lance and jamming, to increase the efficiency of electronic
counter-measure systems [2]. As such, FD radio technology
is a promising candidate for improving the reliability and
also security of wireless systems. Several practical works
demonstrating the feasibility of applying FD technology for
such combinations have already been published [3]–[5] in
addition to the purely information theoretic physical-layer
secrecy studies [6], [7]. However, practical gains of such
combinations have not yet been comprehensively studied.

Reliability is essential in any wireless application and it is
becoming increasingly relevant, as the number of connected
devices grows. However, in order to relate this work to the
safety of practical and timely systems, we focus here on
drone and counter-drone systems only. We consider drones
as the central theme of this work because the proliferation of
consumer drones poses a significant challenge in protecting
various airspaces [8] and, as the application of drones in
all aspects of life increases, their reliability and security is
becoming more and more important for the safety of the
applications in which they are used. There is also significant
overlap in FD and drone research as FD-enhanced drones have
been shown to outperform their terrestrial and strictly half-
duplex (HD) counterparts as base stations [9] and relaying
systems [10].

Countering malicious drones and improving the reliability
and security of remote-controlled drones in general has re-
ceived significant interest as the availability of drones has in-
creased. The existing counter-measures have been thoroughly
studied and various aspects of counter-drone operations are
progressively enhanced [11]–[13]. Likewise, robustness and
privacy of the the wireless communications links of legitimate
drone applications have been carefully considered against
various threats and improvements are being suggested [14]–
[16]. Furthermore, it has been recognized that the management
of intentional interference in satellite navigation on board
of drones is of significant importance [17]. However, all of
these works emphasize that, in order to promote safe, secure,
and privacy-respecting drone operations, there is a need for
innovative technologies to neutralize malicious drones and
improve resilience of legitimate drone applications.
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In the context of wireless networks, it has been proposed
that jointly optimizing the trajectory and output power [18],
[19] or using 3D beamforming [20] can be used to improve the
physical-layer security of drones. However, these methods rely
on the channel state information being available to drones and
this is difficult to acquire in practice, especially when dealing
with non-cooperative nodes. Another solution, which has been
studied under the term covert communications, is hiding wire-
less transmissions [21]. Interference-generating FD receivers
have great potential of hiding wireless transmissions from
eavesdroppers [22], but this assumes that the interference-
generating node is ever-present at the eavesdroppers loca-
tion [22] or that the eavesdropper is uncertain about the noise
parameters at its receiver [23]. In practice it is difficult to
justify these assumptions within the context of practical drone
and counter-drone scenarios.

In this work, we examine how using FD over HD in
remote-controlled drone and counter-drone systems affects
their reliability. To make the analysis comprehensive and
practically relevant, we consider counter-drone systems with
varying levels of sophistication. The goal of this study is to
characterize the performance of the remote-controlled drone
and counter-drone system for all of the relevant configurations
of HD and FD capabilities on either side, giving detailed
insight into the achievable physical-layer reliability, which
translates into safety of practical environments where drones
are used, for good or bad. Similar reliability analysis has not
been carried out before.

This work complements the existing research from a new,
practical perspective. Unlike the drone physical-layer security
works [18]–[20], this work does not assume known channel
states nor optimizes the output power and trajectory, but rather
studies if FD provides a benefit over HD at maximum practical
output powers and operation-imposed trajectories. Compared
to FD physical-layer security works [6], [7], this work does
not analyse when the communication becomes theoretically
insecure, but when the remote control link breaks down and
renders the drone inoperable. Compared to FD drone wireless
network studies [9], [10], this work studies the physical safety,
which stems from the remote control link reliability, rather
than spectrum efficiency. Unlike existing counter-drone [11]–
[13] and counter counter-drone works [14]–[16] that consider
principles such as machine learning, e.g., this work studies the
benefit of FD operation compared to HD.

In order to facilitate the analysis, we first derive analytical
methods for evaluating the detection and demodulation prob-
abilities of frequency-hopped binary frequency-shift keying
(BFSK) signals under interference. We then use that func-
tionality within three scenarios. The scenarios illustrate the
duplexing mode trade-offs in improving the reliability and
security of remotely controlled drones as following. Firstly,
the analysis shows that in FD mode a counter-drone system
can expect to protect a somewhat larger area than in HD
mode. Secondly, compared to HD mode, a FD remote control
link is an easier target to smart counter-drone systems and
significantly reduces the operational area. Thirdly, compared to
HD mode, FD operation significantly improves drones’ ability
to detect malicious interference from a counter-drone system.

Within all three scenarios, we also see the performance dif-
ference of counter-drone systems with different complexities.
Finally, we show the energy efficiencies of the studies jamming
strategies and demonstrate the hard truth that elevating the
counter-drone system can be a more significant improvement
than any of the strategies or operation modes.

The rest of this article is organized as follows. To begin
with, Section II introduces in detail the system model consid-
ered in this work. Then, Section III develops the techniques
necessary for analysing all the possible configurations of the
presented system model. In Section IV, firstly, the developed
analysis techniques are verified by comparison to simula-
tion results. Secondly, three practical scenarios are presented,
showcasing the importance of reliability in drone and counter-
drone systems, and the performance of HD and FD operation
is studied within those scenarios. Finally, conclusions of the
study are given in Section V.

II. SYSTEM MODEL

In this work we consider a system of three nodes — a
remote controller, a remote-controlled drone, and a counter-
drone system, as illustrated in Fig. 1. We assume that the
remote controller and the drone use a two-way slow frequency-
hopped BFSK radio-frequency (RF) remote control link, such
as is used in many practical remote-controlled drone sys-
tems [8]. The counter-drone system aims to detect that RF link
and neutralize the remote-controlled drone by interfering with
its reception of the remote control signals or with the remote
controller’s reception of the feedback signals. Each of the three
nodes operates in either classical HD mode or in enhanced FD
mode, with the FD mode enabling simultaneous transmission
and reception on the same frequency to combine a selection of
wireless communications, signals reconnaissance, and signals
interference functions. We assume that the channels hRD, hRJ,
and hDJ are affected only by path loss, which itself depends
on the elevation of the nodes. The device-specific capabilities
and objectives of the three nodes are as follows.
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Fig. 1. Three-node system model, consisting of a remote controller, a remote-
controlled drone, and a counter-drone system. The three-node model is simple,
yet realistic representation of counter-drone scenarios.
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A. Remote Controller

The main task of the remote controller is to transmit control
signals to the drone for directing its movements. The basic
elements of the transmitter at the remote controller are shown
in Fig. 2. The input binary data has a rate Rb [bits/s] and
it is error-correction encoded at a code rate r, so that the
encoded data has a rate Rc = Rb/r [bits/s]. The encoded data
is converted to BFSK symbols, and, since binary modulation is
considered, the symbol rate is equal to the encoded data rate
Rs = Rc. Finally, the symbols are mixed with a frequency
hopping tone of frequency ωm that changes with hop rate Rh.
As a result, the drone’s remote controller transmits a sequence
of slow frequency-hopped BFSK signal

xm,l(t) =
√
Px exp (i (ωm + lω∆) t+ iθx) (1)

with fixed signal power Px, frequency-hopped channel center
frequency ωm, channel number m, symbol l either 1 or
−1 depending on the encoded data, frequency deviation ω∆,
and random initial phase θx. The usual definition of slow
frequency hopping is that Rs > Rh, so that several symbols
are transmitted during a single hop, which is also the case
here. The total bandwidth W is divided into M consecutive
frequency hopping channels with bandwidths W/M = Wm,
as is typical for commercial drones in order to provide a robust
control link in noisy radio environments [8].

Data
SourceEncoder

Frequency
Synthesizer

PN
Generator

Hopping
Synthesizer

xm,l(t)

Fig. 2. Block diagram of a slow frequency-hopped binary frequency-shift
keying transmitter.

Additionally, in HD mode the remote controller is capable
of receiving signals on any of the channels that it is not
simultaneously transmitting on, while in FD mode the remote
controller is capable of receiving signals on any of the channels
at any time, subject to disturbance from residual SI on the
channel that it is simultaneously transmitting on. Residual SI
refers to the interference that the transmitting node causes to
itself, which due to insufficient cancellation interferes with the
desired signal being received by that node [1]. The received
signals can be either feedback from the drone, interference
from the counter-drone system, or both feedback and in-
terference superposed. The remote controller is assumed to
be fitted with a feedback receiver, which corresponds to the
noncoherent demodulator described in the next subsection.

B. Remote-Controlled Drone

For the purpose of this system model, the main task of the
drone is to receive the remote control signals without errors

from the operator. The structure of the receiver at the drone is
illustrated in Fig. 3. It is assumed that the remote controller and
drone have in advance agreed on a frequency hopping pattern
and that the dehopping synthesizer is perfectly aligned with the
hopping synthesizer. Furthermore, we consider a frequency-flat
wideband channel, where each separate subchannel is modeled
by the same single complex coefficient. After dehopping, the
received complex baseband signal for channel m is

ym,l(t) = hRD

√
Px exp (ilω∆t+ iθx)

+ hJDjm(t) + n(t), (2)

where hRD and hJD are complex coefficients for the chan-
nels between the remote controller and the drone and the
counter-drone system and the drone respectively, jm(t) is the
interference transmitted by the counter-drone system signal
on frequency channel m, and n(t) denotes complex lowpass
additive white Gaussian noise with variance E{n2(t)} ≜ σ2

n.
In order to demodulate the dehopped signal, the task of
the noncoherent demodulator is to decide between the two
hypotheses

H0 : rm(t) = ym,−1(t), (3)
H1 : rm(t) = ym,+1(t), (4)

where the signal of interest ym,l has either l = −1 or l = +1
deviation. The noncoherent demodulator passes the dehopped
signal through two matched filters, see Fig. 3(b), the output
of which are sampled every 1/Rc and which result in two test
statistics Yl =

∫ Tc

0
vl(t)rm(t)dt, where vl = exp (iωlt) is the

complex basis function and Tc the coded bit time duration. To
decide, which symbol was sent, the two values, Y−1 and Y1,
are compared and the largest is chosen.

Finally, decoding is performed to correct the errors. In this
work, we assume that block coding is used, which allows us
to approximate the information-bit error rate depending on the
channel-bit error rate using

Pib ≈ d

n

d∑

i=t+1

(
n

i

)
P i
cb (1− Pcb)

n−i

+
1

n

n∑

i=d+1

i

(
n

i

)
P i
cb (1− Pcb)

n−i
, (5)

where Pcb is the channel-bit error rate, d is the minimum
distance between codewords, t = ⌊(d− 1)/2⌋, and n is the
length of the codewords [24].

Furthermore, in HD mode the drone is capable of transmit-
ting signals on any of the channels that its not simultaneously
receiving on, while in FD mode the drone is capable of
transmitting signals on any of the channels at any time,
although impacting the receiving performance due to residual
SI. The transmitted signals can be either feedback to the
remote controller or interference targeting the counter-drone
system, if the drone chooses to apply some electronic counter-
countermeasures. For transmitting feedback signals, the drone
is assumed to be fitted with the same transmitter as described
in the previous subsection.
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Fig. 3. Block diagram of a slow frequency-hopped binary noncoherent
frequency-shift keying receiver.

C. Counter-Drone System

The counter-drone system is composed of detection and
jamming subsystems and we analyze the counter-drone sys-
tem with various levels of sophistication that are typical for
electronic counter-measure systems [25]. For detecting the
remote control signal, the counter-drone system relies on a
channelized energy detector as illustrated in Fig. 4, which
gives a single binary detection result together with a channel
index. It is assumed that the detector uses an energy detector
with M channels, and that the detector has an RF front-
end that is perfectly matched with the channel frequencies
and bandwidths used by the remote controller (for analytical
purposes). The task of each of the individual energy detector
channels is to decide between the two hypotheses

H0 : rm(t) = jm(t) + n(t), (6)
H1 : rm(t) = xm(t) + jm(t) + n(t), (7)

where the signal of interest xm is either absent or present.
In order to do that, the basic energy detector filters, squares,
and integrates the received signal over a period Td, which
results in a test statistic zm = 1/Td

∫ Td

0
|rm(t)|2 dt that

is compared to an energy threshold VT to select between
the two hypotheses [26]. The counter-drone system chooses
numerically the detection threshold VT based on the detection
time Td and noise variance σ2

n to produce some acceptable
constant false alarm rate (CFAR) relying on the propositions
in Section III.
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Fig. 4. Block diagram of a channelized energy detector.

We consider that the counter-drone system has the described
channelized radiometer based signal detection capability and
then it applies either constant, reactive, or follower jamming
principles, which are illustrated in Fig. 5 and altogether cover
the bulk of the modern jamming strategies.

1) Constant: In the simplest case, the counter-drone system
completely avoids the chance of it not detecting the remote
control signals, the system does not try to conserve energy,
nor does it try to hide the jamming signals. As such, it con-
tinuously jams the total bandwidth W using either noise with
fixed signal power Pj or linearly frequency-swept interference

js(t) =
√
Pj exp (i (ct/2 + ωj) t+ iθj) (8)

with sweep rate c, arbitrary phase offset θj, and fixed signal
power Pj. As such, the counter-drone system is strictly limited
to jamming if it operates in HD mode. However, in FD mode,
the counter-drone system still has the possibility to detect the
remote control signals, as long as the signal-to-interference-
plus-noise ratio (SINR) allows, even though constant jamming
itself does not have any use for this kind of signals intelligence.
Still, the information can be useful in a broader perspective
within an operational scenario. For example, to notify the
counter-drone system operator of an advancing threat, try to
estimate the direction of the threat, or perhaps to change the
jamming strategy.

2) Reactive: In the more complicated case, the counter-
drone system does rely on the channelized radiometer to detect
the targeted signal, but does not take into account the detected
channel, instead considering the detection result for the whole
band using logical-OR combining, i.e., selecting the individual
energy detector with highest test statistic zi ≥ zk ∀ k and
comparing that test statistic to the threshold, resulting in

detection =

{
true, if zi ≥ VT

false, otherwise.
(9)

This may be desirable if the counter-drone system is interested
in interfering with fast frequency-hopped communications
where the reaction time might be insufficient, the propagation
delays cause problems, or if in reality the counter-drone system
does not have the channel information or capability to process
the full bandwidth in a channelized manner [27]. Then, to
neutralize the connection between the remote controller and
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drone, the jamming subsystem of the counter-drone system
transmits either noise with total bandwidth W and signal
power Pj or linearly frequency-swept interference as in (8)
but for time duration Tj. In HD mode, after Tj, the counter-
drone system stops jamming and returns to detection mode,
while in FD mode, the counter-drone system then continues
jamming throughout the next detection stage.

3) Follower: In the most sophisticated and potentially most
efficient case, the counter-drone system relies on the complete
information produced by the channelized radiometer to follow
the targeted signal in the frequency domain [28]. As such,
the follower jammer transmits noise with bandwidth Wm and
signal power Pj. For the follower jammer, we discard the
frequency-swept interference, since the idea behind frequency
sweeping is to spread the interference impact across many
channels, when the exact channel is unknown. In HD mode,
the counter-drone system applying follower jamming is lim-
ited to detecting the remote control signals when it is not
simultaneously jamming, while in FD mode, the counter-drone
system is able to simultaneously jam and detect on all of
the channels, subject to SI on the jammed channel. This is
a reasonable presumption as we will rely on powerful jammer
output powers, for which receiving even on adjacent channels
simultaneously to transmitting is challenging in HD mode.

Half-Duplex Full-Duplex

t

f
. . .

Frame

Wideband interference

t

. . .

(a) Constant

t

f
. . .

Miss t

. . .
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(b) Reactive

t
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. . .

Narrowband interference

Miss Miss

Late

t

. . .

Miss Miss

Late

(c) Follower

Fig. 5. Conceptual diagram of frequency-hopped communications and differ-
ent jamming techniques. The wideband interference can be either wideband
noise or frequency-swept narrowband signal. For reactive and follower jam-
ming strategies, the FD operation mode allows to affect a larger portion of
the targeted signal frame than HD operation mode.

III. ANALYSIS TECHNIQUES

In this section, we present analytical methods for evaluating
the detection and demodulation probabilities of frequency-
hopped BFSK signal under interference, self-inflicted or oth-
erwise. The methods are presented in terms of

Nd — number of samples per channel,
Px — received signal power,
Psi — received self-interference power,
Pi — received interference power,
σ2
n — noise variance per channel,

c — sweep rate,
VT — detection threshold, and
M — number of channels.

In Section IV, the methods will be used for studying the
remote-controllable flight range of drones and the effective
range of counter-drone systems in FD and HD modes.

A. Detection

Since we consider a counter-drone system that operates in
HD or FD mode and provides varying levels of details about
the spectrum depending on the specific strategy, we present
novel expressions for signal detection probabilities for the
following separate cases that altogether cover the counter-
drone system detection capabilities described in the system
model.

Proposition 1. The steady-state probability of a half-duplex
counter-drone system missing a jamming opportunity is

PHD
MD,F

(
Nd, Px, σ

2
n, VT,M

)
=

1/
(
2− PMD,F

(
Nd, Px, σ

2
n, VT,M

))
(10)

where the probability of missed detection for a channelized
energy detector without self-interference is

PMD,F

(
Nd, Px, σ

2
n, VT,M

)
=

1− 1

2

∫ ∞

VT

(x
λ

)Nd−1

2

(
γ
(
Nd,

x
2

)

Γ (Nd)

)M−1

· exp
(
−λ− x

2

)
INd−1

(√
λx
)
dx, (11)

where λ = 2NdPx/σ
2
n is the noncentrality parameter, γ(a, x)

is the lower incomplete gamma function [29, eq. 6.5.2], Γ(z)
denotes the gamma function [29, eq. 6.1.1], and Iv(z) is the
modified Bessel function of the first kind [29, eq. 9.6.3].

Proof. Given Vj , the test statistic for the channel that contains
the signals of interest, and that Vi are statistically independent
for all i, the probability of the test statistic Vj being larger
than any of the other test statistics is

Pr (Vi < Vj , all i ̸= j | Vj) =
M∏

i=1,i̸=j

Pr (Vi < Vj | Vj) , (12)

where the probability on the right-hand side can be expressed
through the cumulative distribution function of a chi-squared
distributed random variable so that

Pr (Vi < Vj | Vj) =
γ
(
Nd,

Vj

2

)

Γ (Nd)
. (13)
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Since Vj contains the signal of interest, it has a noncentral
chi-squared probability density function (PDF) given by

pχ2 (x;Nd, λ) =

1

2

(x
λ

)Nd−1

2

exp

(
−λ− x

2

)
INd−1

(√
λx
)

(14)

and the probability of correct detection is (13) averaged over
Vj from VT to ∞, where Vj has the PDF given in (14).
Therefore, the single-shot probability of missed detection for
a channelized energy detector without self-interference results
in the integral given in (11). Considering that the HD counter-
drone system is always required to go into detection state
after jamming or after a missed detection, the steady-state
probability of a HD counter-drone system missing a jamming
opportunity is given by (10).

Proposition 2. The steady-state probability of a half-duplex
counter-drone system with logical-OR energy detector missing
a jamming opportunity is

PHD
MD,R

(
Nd, Px, σ

2
n, VT,M

)
=

1/
(
2− PMD,R

(
Nd, Px, σ

2
n, VT,M

))
(15)

where the probability of missed detection for a channelized
energy detector using logical-OR without self-interference is

PMD,R

(
Nd, Px, σ

2
n, VT,M

)
=

PMD(Nd, Px, σ
2
n, VT) · (1− PFA(Nd, σ

2
n, VT))

M−1, (16)

where

PFA(Nd, σ
2
n, VT) =

Γ(Nd,
VT

σ2
n
)

Γ(Nd)
(17)

and

PMD(Nd, Px, σ
2
n, VT) =

1−QNd

(√
2NdPx/σ2

n,
√

2VT/σ2
n

)
, (18)

with Qv(α, β) being the generalized Marcum Q-function [30,
eq. A.16].

Proof. When relying on logical-OR combining at the output
of the channelized energy detector, the overall probability of
missed detection can be expressed in terms of the probabil-
ities of false alarm PFA(Nd, σ

2
n, VT) and missed detection

PMD(Nd, Px, σ
2
n, VT) for an individual energy detector chan-

nel. The probabilities of false alarm and missed detection for
an individual energy detector channel without interference are
characterized by the noncentral χ2 distribution as given in (17)
and (18) respectively [31]. The probability of missed detection
for a channelized energy detector using logical-OR combining
is the probability that the detection is missed for the channel
that actually contains the signal and that the other channels,
which do not contain the signal of interest, do not cause a false
alarm. The probability of those independent events occurring
together can be estimated using the result in (16). And again,
the steady-state probability of a HD counter-drone system
missing a jamming opportunity is given by (15).

Propositions 1 and 2 provide the main tools for analyzing
the remote control signal detection performance without SI.
With SI, the estimation is further complicated due to the
non-uniform noise floor in case of follower jamming and
frequency-swept interference in case of reactive jamming.

Proposition 3. The steady-state probability of a full-duplex
counter-drone system missing a jamming opportunity is

PFD
MD,F

(
Nd, Px, Psi, σ

2
n, VT,M

)
=

PMD,F

(
Nd, Pxσ

2
n/
(
Psi + σ2

n

)
, σ2

n, VT,M
)

/
(
PMD,F

(
Nd, Pxσ

2
n/
(
Psi + σ2

n

)
, σ2

n, VT,M
)

+ 1− PMD,F

(
Nd, Px, σ

2
n, VT,M

) )
. (19)

Proof. We assume that the energy detector knows the residual
SI power and normalizes the integrated energy in the affected
channel to have the same distribution as the channels without
the SI. This is equivalent to defining separate detection thresh-
olds for the channels with and without SI based on a desired
CFAR. In either case, the detector-jammer then has two states
— firstly, the SI is occupying a different channel as the signal
of interest or there being no SI at all due to previous missed
detection and, secondly, the SI is occupying the same channel
as the signal of interest. In the first case, the probability of
missed detection is simply given by (11) as

PMD,F

(
Nd, Px, σ

2
n, VT,M

)
,

whereas in the second case the probability of missed detection
due to the normalization of the integrated energy is given by
(11) as

PMD,F

(
Nd, Pxσ

2
n/
(
Psi + σ2

n

)
, σ2

n, VT,M
)
.

These probabilities give us the transition probabilities of a
two-state Markov chain [32]. The steady-state distribution, or
the overall missed detection probability, becomes (19).

Proposition 4. The steady-state probability of a full-duplex
counter-drone system with logical-OR energy detector miss-
ing a jamming opportunity under wideband noise-like self-
interference is

PFD
MD,R

(
Nd, Px, Psi, σ

2
n, VT,M

)
=

PMD,R

(
Nd, Pxσ

2
n/
(
Psi + σ2

n

)
, σ2

n, VT,M
)

/
(
PMD,R

(
Nd, Pxσ

2
n/
(
Psi + σ2

n

)
, σ2

n, VT,M
)

+ 1− PMD,R

(
Nd, Px, σ

2
n, VT,M

) )
. (20)

Proof. Similarly to the proof of Proposition 3, we assume
that the energy detector knows the residual SI power and
normalizes the integrated energy in all of the channels to have
the same distribution as the channels would without the SI.
This is equivalent to defining a separate detection thresholds
for detection with and without SI based on a desired CFAR. In
either case, the detector-jammer then has two states — firstly,
there is no SI due to previous missed detection or, secondly,
the SI is hampering the detection of the signal of interest. In
the first case, the probability of missed detection is simply
given by (16) as

PMD,R

(
Nd, Px, σ

2
n, VT,M

)
,
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whereas in the second case the probability of missed detection
due to the normalization of the integrated energy is given by
(16) as

PMD,R

(
Nd, Pxσ

2
n/
(
Psi + σ2

n

)
, σ2

n, VT,M
)
.

These probabilities give us the transition probabilities of a
two-state Markov chain. The steady-state distribution, or the
overall missed detection probability, becomes (20).

From (18), it directly follows that the false alarm probability
under unknown deterministic interference for an individual
energy detector is

P SI
FA(Nd, Psi, σ

2
n, VT) =

QNd

(√
2NdPsi/σ2

n,
√

2VT/σ2
n

)
. (21)

In order to calculate the probability of missed detection under
unknown deterministic interference for an individual energy
detector, the signal-and-interference to noise ratio must be
considered instead of the signal-to-noise ratio (SNR). So that
(18) becomes

P SI
MD(Nd, Px, Psi, σ

2
n, VT, ρk,l) =

1−QNd

(√
2γ,
√
2VT/σ2

n

)
, (22)

and where γ is the signal-and-interference to noise ratio of the
superposed signal-of-interest and interference signals as

γ =
Px + Psi +

√
PxPsiℜ{ρl}

σ2
n

, (23)

where ℜ{z} denotes the real part of a complex-valued variable
and ρl is the correlation coefficient between the signal of
interest xk,l and interference jk that for frequency-swept
interference can be estimated using Proposition 6.

The probability of missed detection using logical-OR with-
out interference is given by the probability of independent
events that the signal of interest is missed in the channel where
it exists and a false alarm does not occur in any other channels
as [33]

PMD,R(Nd, Px, σ
2
n, VT,M) =

PMD(Nd, Px, σ
2
n, VT) · (1− PFA(Nd, σ

2
n, VT))

M−1. (24)

When interference and signal of interest are in the same
channel this becomes

P SI,1
MD,R(Nd, Px, σ

2
n, VT,M) =

P SI
MD(Nd, Px, Psi, σ

2
n, VT, ρk,l)

· (1− PFA(Nd, σ
2
n, VT))

M−1. (25)

If both occupy different channels, the probability becomes

P SI,2
MD,R(Nd, Px, σ

2
n, VT,M) =

PMD(Nd, Px, σ
2
n, VT) · (1− P SI

FA(Nd, Psi, σ
2
n, VT))

· (1− PFA(Nd, σ
2
n, VT))

M−2. (26)

With uniform frequency hopping, the probability that interfer-
ence and remote control (RC) signal are in the same channel

is 1/M and the overall probability of missed detection is the
sum of the probabilities of the two mutually exclusive events.

Proposition 5. The probability of false alarm under
frequency-swept interference for a channelized radiometer
using logical-OR is

P SI
FA,R

(
Nd, Psi, σ

2
n, VT,M

)
=

1− (1− P SI
FA(Nd, Psi, σ

2
n, VT))

· (1− PFA(Nd, σ
2
n, VT))

M−1. (27)

Proof. The probability of false alarm when using logical-OR
without interference is given by the probabilities that in none
of the channels a false alarm occurs [33]

PFA,R

(
Nd, σ

2
n, VT,M

)
= 1−(1−PFA(Nd, σ

2
n, VT))

M . (28)

With interference, which for the integration time stays within
a single channel, the probability of false alarm for that channel
is given by (21) and the logical-OR result becomes (27).

Proposition 6. Correlation coefficient between a BFSK signal
and frequency-swept interference can be estimated from

ρl (ωj, ω∆, θ, c, T ) = exp

(
iθ − i

(ωj + lω∆)
2

2c

)

(
1 + i

2

)√
π

c

(
erf

(
(1− i) (ωj + lω∆)

2
√
c

)
−

erf

(
(1− i) (cT + ωj + lω∆)

2
√
c

))
, (29)

where erf is the complex error function [29, eq. 7.1.1].

Proof. Correlation of a tone and frequency-swept signal is

ρl =

∫ T

0

exp
(
i
(
ct2/2 + ωjt+ θ

))
exp (−ilω∆t) dt (30)

=

∫ T

0

exp
(
i
(
ct2/2 + (ωj − lω∆) t+ θ

))
dt. (31)

Using rule [34, eq. (5.A2)], this simplifies to

ρl = exp

(
iθ − i

(ωj + lω∆)
2

2c

)(
1 + i

2

)√
π

c

erf

(
(1− i) (ct+ ωj + lω∆)

2
√
c

)∣∣∣∣∣

T

0

(32)

that evaluated from 0 to T results in (29).

Since frequency-swept interference can have any frequency
and phase offsets at the beginning of the integration period,
the overall missed detection probability for an individual
radiometer is obtained by averaging the phase θ over interval
(0, 2π) and frequency ωj over the relevant interval.
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B. Demodulation

In order to evaluate the demodulation bit error rate under in-
terference, the challenge becomes to determine the probability
by which one Rician random variable fluctuates above another.
It has been previously shown that for uncorrelated Rician
random variables, i.e., orthogonal BFSK, this probability can
be calculated using

Pe(Nd, Px, σ
2
n, ρ) =

1

2

[
1 +Q1

(√
b,
√
a
)
−Q1

(√
a,
√
b
)]

, (33)

where variables a and b denote the ratios between the de-
terministic and nondeterministic signal components in either
of the BFSK branches such as a = NdPx/σ

2
n and b = 0

for xk,−1 transmitted. In case of correlated Rician variables,
i.e. nonorthogonal BFSK, the variables must first be decorre-
lated [35], resulting in

a =
NdPx

2σ2
n

(
1 +

√
1− |ρ|2

)
b =

NdPx

2σ2
n

(
1−

√
1− |ρ|2

)

where ρ = |ρ|eiα is the correlation coefficient between xk,−1

and xk,+1.

Proposition 7. The probability of bit error for noncoherent
BFSK demodulator under deterministic interference is

P I
e

(
Nd, Px, Pi, σ

2
n, ρ, ρl

)
=

1

2

[
1 +Q1

(√
bl,

√
al

)
−Q1

(√
al,
√
bl

)]
, (34)

where

al =
PiNd

4σ2
n (|ρ|+ 1)

(
(C + ρl) (β + 1) eiα

− (β − 1) (Cρ+ ρ−l)
)2
e−2iα, (35)

bl =
PiNd

4σ2
n (|ρ|+ 1)

(
− (C + ρl) (β − 1) eiα

+ (β + 1) (Cρ+ ρ−l)
)2
e−2iα, (36)

C =
√
Px/Pi and β =

√
(1 + |ρ|) / (1− |ρ|).

Proof. The underlying correlated Rician random variables of
the test statistics are y1 = v∗−1rk/σ

2
n and y2 = v∗+1rk/σ

2
n. The

means of those correlated variables are ⟨y1⟩ =
√
Pxσn(1 +

ρl

C ) and ⟨y2⟩ =
√
Pxσn(ρ + ρ−l

C ). In [35] the decorrelation
transformation is given by

⟨x1⟩ = ⟨y1⟩ (1 + β) b+ ⟨y2⟩(1− β)be−iα, (37)

⟨x2⟩ = ⟨y1⟩ (1− β) b+ ⟨y2⟩(1 + β)be−iα, (38)

where b = 1√
4β

. Applying the transformation, we get

⟨x1⟩ =
√
Pxσn

2C
√
β

(
(C + ρl) (β + 1) eiα

− (β − 1) (Cρ+ ρ−l)
)
e−iα, (39)

⟨x2⟩ =
√
Pxσn

2C
√
β

(
− (C + ρl) (β − 1) eiα

+ (β + 1) (Cρ+ ρ−l)
)
e−iα. (40)

As a result of this transformation, variance of the newly
created uncorrelated complex Gaussian variables is σ2

x1
=

σ2
x2

= 4b2(1 + ρ) [36, pp. 226–231] and therefore arguments
of the Q-function in (33) are given by ⟨x1⟩2

4b2(1+ρ) and ⟨x2⟩2
4b2(1+ρ)

that result in (35) and (36). Thus, the probability of selecting
the erroneous bit is given by (34).

Again, ρl can be calculated using (29). The overall proba-
bility of bit error is obtained by averaging the phase θ over
region (0, 2π) and frequency ωj over the relevant interval.

IV. RESULTS AND ANALYSIS

We compare the advantages and disadvantages of FD and
HD in three different counter-drone scenarios. In the first
scenario, we evaluate the counter-drone system’s ability to
minimize the area into which a remote-controlled drone can
intrude (i.e., minimizing the intrusion area). In the second
scenario, we consider the drone’s ability to maximize the area
in which it can operate in the presence of a malicious counter-
drone system (i.e., maximizing the operable area). In the third
scenario, we study the drone’s ability to detect malicious inter-
ference at ineffective levels to prevent entering areas in which
the interference would become effective. Table I summarizes
operation configurations of the three devices (remote controller
(RC), drone (UAV), and counter-drone system (CDS)) in the
considered scenarios. The highlighted background in the table
indicates the comparison in question for any given scenario.
Finally, we also analyse the energy efficiency of different
counter-drone system strategies and the effect of elevation to
a counter-drone scenario.

TABLE I
SUMMARY OF SCENARIOS

Scenario

Operation

Tr
an

sm
it

R
ec

ei
ve

In
te

rf
er

e

D
et

ec
t

Device

HD HD RC
1 HD HD UAV

HD/FD HD/FD CDS
HD/FD HD/FD RC

2 HD/FD HD/FD UAV
HD/FD HD/FD CDS

HD HD RC
3 HD/FD HD HD/FD UAV

HD/FD HD/FD CDS

The following parameters are used in the system model
to represent realistic situations in terms of the capabilities of
the devices and their surrounding environment. The parameter
values do not strictly correspond to specific systems, but are
close to what can be found in many remote-controlled drone
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and counter-drone systems [37], [38]. The total bandwidth
used by the remote control link is taken to be 80MHz and it
is divided into 160 equally spaced channels with bandwidths
of 0.5MHz. The remote controller and drone transmit BFSK
signal with frequency deviation of 200 kHz, encoded data rate
25 kbps, and frequency hopping rate of 40 hops per second.

The remote controller and drone both have transmit output
powers of 20 dBm in HD mode, while the counter-drone sys-
tem has an output power of 40 dBm regardless of the operation
mode. The drone system halves its output power in FD mode to
retain the same energy-per-bit ratio as in HD mode, while the
counter-drone system uses always the highest possible output
power to maximise its impact. For frequency sweep jamming,
2.5 kHz sweep rate is used, meaning that the interference
covers 16 channels during a single bit transmission, giving a
good chance of high bit error rate (BER) even at low jammer-
to-signal ratios (JSRs). The noise floor in a 0.5MHz channel is
taken to be −90 dBm. Both the signal detection and jamming
times are taken to be 1.6ms, hence the HD counter-drone
system uses a 50% duty cycle.

We consider the radio link between the remote controller
and drone to be functional as long as the channel-bit error
rate in both ways is less than 1%. With a moderate coding
rate, this would allow to reach an information-bit error rate
that suffices for the repetitive nature of drone remote control.
For example, using Golay (23, 12) code and relying on (5),
we can approximate that channel-bit error rate of 1% allows to
reach information-bit error rate of about 10−5 after decoding.

We assume that the drone is always operated at an elevation
of 100m above ground level, while the other nodes are
at ground level unless stated otherwise. The ground-to-air
channel between the remote controller and the drone is in
practice clearly distinguishable from the conventional ground-
to-ground channel between the remote controller and the
counter-drone system [39]. Furthermore, a third, air-to-air,
channel model is required if any two of the three nodes are in
the air. Therefore, in order take these differences into account,
we rely on empirical studies that have characterized the air-to-
air, ground-to-air, and ground-to-ground channels in wireless
drone communications, and take the path loss exponents in
those channels to be 2.0, 2.2, and 3.3 respectively [40], [41].

A. Verification of Analytical Expressions

Before using the analysis techniques developed in Sec-
tion III for studying the three scenarios, we first compare the
analytical results to simulated ones, in order to verify that
the proposed techniques are accurate. We begin by checking
the probabilities of correct detection and false alarm by the
counter-drone system in FD and HD mode (i.e., with and
without SI). Using Propositions 3 through 5, which build on
Propositions 1 and 2, we have evaluated the receiver operating
characteristic (ROC) curves and plotted them together with the
simulated results in Fig. 6. The reactive jammer with noise
(RJn) or frequency-swept interference (RJs) is guaranteed to
correctly detect the presence of the signal of interest with
low enough threshold, while the follower jammer (FJn) is not
guaranteed to choose the correct channel. And, as expected, we

observe flattening of the ROC curves as the residual SI level
increases when using noise as interference, but not when using
a deterministic signal. Overall, the results indicate that the
analytical estimations are closely matched with the simulated
results.
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Fig. 6. Receiver operating characteristic curves of the counter-drone system
with different detection strategies and at varying levels of self-interference.
Solid lines represent the analytical and marks the simulated results.

Since we can now be confident in our detection estimation
accuracy, we present the demodulation results by building
on the detection analysis. That is, we compare the estimated
and simulated channel-bit error rates at the drone, whereas
the counter-drone system is first required to detect the sig-
nal transmitted by the remote controller. Using additionally
Propositions 6 and 7, we estimate the bit error rate at the
drone receiver depending on the strategy and mode of the
counter-drone system. The simulated and analytical results are
presented in Fig. 7. As expected, follower jamming becomes
effective at lower JSRs than reactive jamming because it is
able to overcome the processing gain of frequency hopping.
Also, reactive frequency-swept interference has the potential to
become effective at lower JSRs than reactive noise jamming,
since the interference is concentrated to just 10% of the total
bandwidth during a single symbol transmission. Similarly, FD
operation mode becomes effective at lower JSRs than HD
because it is able to spend more time in jamming mode.

It is interesting to note that, as the SNR at the counter-
drone system worsens, the performance difference between
FD and HD counter-drone system diminishes. That is because
the FD system stops taking advantage of its ability to jam
continuously due to the missed detections. Together the results
in Fig. 6 and Fig. 7 cover the analysis techniques presented
in Section III and indicate a good match between estimated
and simulated results. This allows us to confidently present the
following scenarios relying purely on the analytical functions.
Using the analytical functions is is significantly less computing
intensive than running simulations, especially considering the
vast amount of data points that will be considered next to cover
the scenarios.
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Fig. 7. Bit error rate at a frequency-hopped BFSK receiver under reactive or
follower jamming at different SNRs at the counter-drone system. The detection
threshold at the counter-drone system is chosen so that the false alarm rate is
1%. Solid lines represent the analytical and marks the simulated results.

B. Scenario 1 (Minimizing Intrusion Area)

In the first scenario, we consider the defensive counter-
drone system perspective as illustrated in Fig. 8. The counter-
drone system is positioned in front of an area that is to be
restricted to drones. This could be, e.g., national border, prison
or airport perimeter, or around some critical infrastructure.
The drone operator aims to control the drone to enter the area
behind the counter-drone system and the counter-drone system
aims to minimize the area behind itself in which the drone
can be remote-controlled. Using all of the derived analytical
functions, we study which counter-drone system strategies and
operation modes are most efficient in reducing the intrusion
area. The operational area depends on the position of the
remote controller relative to the counter-drone system and
Fig. 8 illustrates how the different strategies and operation
modes limit the operational area of the remote-controlled
drone at different remote controller positions. The illustration
shows that FD operation outperforms HD to some extent in
any case due to more time spent jamming, but the efficiency
of the different strategies is a more significant factor than the
operation mode.

In Fig. 9, the area that can be covered by a malicious drone
behind a counter-drone system is plotted for different jamming
strategies and modes depending on the remote controller’s
distance from the counter-drone system. From those results,
several conclusions can be drawn. Due to the differences in
the ground-to-air and ground-to-ground channels, the counter-
drone system is at a significant disadvantage compared to the
drone when detecting the remote control signals. As such,
when the remote controller is far away from the counter-drone
system, i.e., the remote control signal received by the counter-
drone system is weak, constant jamming outperforms other
strategies. Of course this increases the detectability of the
counter-drone system. If detectability is not a concern, then
using constant jamming and switching to follower jamming
after confidently detecting the remote control signals would be
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Fig. 8. Operable area of a remote-controlled drone against a counter-drone
system. Results for counter-drone system in FD operation mode are plotted
in solid lines and HD in dashed lines.
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Fig. 9. Area behind the counter-drone system in which a malicious drone can
be controlled. The reactive and follower jammers are operated with a constant
false alarm rate of 10%. Results for FD counter-drone system are plotted in
solid lines and HD in dashed lines.

the optimal strategy for reducing the operable area. It is also
evident that, compared to HD reactive and follower jammers,
their FD counterparts reduce the operable area somewhat.
Depending on the strategy, the operable area is reduced by 4%
to 17%. This is due to the FD counter-drone system being able
to spend more time in jamming mode than its HD counterpart.

C. Scenario 2 (Maximizing Operable Area)

In the second scenario, we consider the defensive drone
point of view. Specifically, we analyze the situation where a
remote-controlled drone is flying over an area that it surveys as
illustrated in Fig. 10. Similarly to the first scenario, this could
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be, e.g., a national border or the perimeter of any restricted
area. The malicious counter-drone system aims to neutralize
the drone in order to carry out some activity in the surveyed
area unseen and the drone aims to maximize the area in which
it can be remote-controlled and send feedback to the operator.
Given that the counter-drone system is either HD or FD and
uses some neutralization strategy, the question then is which
operation mode between the remote controller and drone is
most beneficial from the drone’s perspective. We consider that
the remote controller and drone use the same energy per bit
ratio in both FD and HD operation modes. That is, in FD mode
the symbol transmission time is doubled but the transmission
power is halved compared to the HD mode.

Fig. 10 gives results for some node placements. The actual
area in which the drone can be remote-controlled decreases
as the counter-drone system approaches the remote controller.
Due to the different channel models, if the drone is trans-
mitting and receiving at the same time (i.e., FD mode), it
becomes a much easier target than in the HD time division
mode when the counter-drone system needs to detect the
signals from the remote controller. Therefore, using FD for
two-way communications between the remote controller and
drone make the drone system highly vulnerable to jamming
attacks. Fig. 11 gives the operable areas as depending on the
counter-drone system’s distance from the remote controller.
The operable area in FD mode can be reduced to as little as
couple percent of that in HD mode. The results highlight the
relative vulnerability of FD two-way communications between
a drone and its remote controller compared to HD operation.
This is a considerable issue that affects many potential FD
drone applications.
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Fig. 10. Area in which a drone can be controlled. The reactive and follower
jammers are operated in FD mode with a constant false alarm rate of 10%.
Solid lines represent operable area in FD remote control mode and dashed
lines in HD mode.
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Fig. 11. Illustration of the area in which a drone can be controlled. The
reactive and follower jammers are operated in FD mode with a constant false
alarm rate of 10%. Solid lines represent operable area in FD remote control
mode and dashed lines in HD mode.

D. Scenario 3 (Detecting Counter-Measures)

In the third scenario, we continue with the defensive drone
point of view, but we analyze the drone’s ability to detect
intentional interference from the counter-drone system to make
sure that the drone does not enter the area in which it would be
immobilized or that the drone can back off from an approach-
ing counter-drone system. This could again be applicable in
a situation where the remote-controlled drone is flying over
an area that it surveys. The counter-drone system aims to
disable the drone in order to reduce the situational awareness
about the area and the drone aims to avoid becoming disabled
by detecting the counter-measures applied by the adversarial
counter-drone system. In this scenario we only consider the
follower jammer, which can be the most difficult to detect.

Fig. 12 illustrates the scenario — the drone is positioned
at some distance from the remote controller, leaving it to be
vulnerable to jamming attacks. The effective jamming area,
in which the counter-drone system needs to be positioned
to be effective, is shown in red. The counter-drone system
detection area, in which the counter-drone system needs to
be position to be detected by the drone system, is shown
in blue. The results show that jamming detection in FD
mode can lead to up to 60% increase of the detection area
compared to HD mode. The FD-enhanced remote controller
and drone have a considerable advantage over their HD-
limited counterparts because simultaneous transmission and
detection capability allows to detect the jamming attacks more
consistently. Without that capability, HD drone is limited
to detecting the counter-drone system’s attacks only when
the counter-drone system targets a wrong channel or is too
late with its attack against a recently vacated channel. As
such, jamming detection in FD mode is more certain to be
able to detect the malicious interference before becoming
immobilized by it. Depending on the direction from which the
counter-drone system approaches, HD detection might miss
the adversary altogether before becoming paralyzed.
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Fig. 12. Comparison on jamming detection by drone systems with HD and FD
capabilities. For illustration, the effective jamming area is also plotted, which
allows to get some sense about the drone’s capability to detect ineffective
interference and avoid entering an area where interference becomes effective.

In Fig. 13, counter-drone system detectability is plotted
depending on the false alarm rate used by the counter-
drone system. Furthermore, Pd is the target detection rate
at the drone, i.e., the percentage of jamming attempts that
are required to be detected. As the detection threshold at the
counter-drone system is lowered, i.e., the false alarm rate is
increased, the counter drone system is less discerning about
the channels that it attacks, consequently becoming detectable
from a greater distance.
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Fig. 13. Comparison of areas in which HD and FD drone system can detect
a counter-drone system that is using the follower jamming strategy. The area
depends on the detection thresholds at either node and the operation mode.

E. Energy Efficiency and Elevation

Since high-power jamming takes a lot of energy, it could be
beneficial to take into account the energy efficiency of different
counter-drone strategies. For example, constant jamming strat-
egy is clearly the most wasteful when there are no malicious

drones. In this work we simplify the analysis somewhat and
look only at the time when the threat has realised (i.e., there
is a malicious drone in the vicinity). Fig. 14 shows the drone’s
operable area reduction divided by the counter-drone system’s
average output power (i.e., the energy efficiency). Several ef-
fects can be noticed. Firstly, FD operation essentially allows to
double the jamming energy consumption over HD operation.
However, this does not lead to equivalent gains in the operable
area reduction. As such, when looking strictly at the area that
the counter-drone system is able to protect at given energy
consumption, the HD operation mode utilises the energy more
efficiently. This is understandable, since once the 1% bit error
rate threshold is crossed, there is no benefit to increasing the
bit error rate by using more energy. Furthermore, follower
jamming can be the most energy efficient strategy, but that
requires the nodes to be positioned so that the follower jammer
is able to target the correct channels.
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Fig. 14. Energy efficiency of counter-drone systems with different strategies
and operation modes.

One of the main characteristics that separates drone and
general physical-layer reliability studies is the difference in
the air-to-air, ground-to-air, and ground-to-ground channels.
Specifically, the ground-to-air channel between a drone and
its remote controller is much less prone to degradation than
the ground-to-ground channel between a typical counter-drone
system and a remote controller. So far, in all of the results
we have assumed that the counter-drone system is on the
ground, which is a fair assumption considering most practical
systems. However, it is plausible that the counter-drone system
be elevated (using, e.g., a tethered drone or antenna tower) to
an altitude similar as the malicious drone. This would level
the playing field from the counter-drone system perspective. In
Fig. 15, we analyse the performance of different counter-drone
systems when they are positioned on the ground and elevated
to the same altitude as the drone. The plot shows how much is
the drone’s operable area reduced by the counter-drone system.
The results are quite clear, a counter-drone system that has
been lifted up in the air outperforms a terrestrial counter-drone
system regardless of the operation mode and strategy.
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Fig. 15. Performance of the counter-drone system from ground and air.

V. CONCLUSIONS

In this article, we have presented a systematic approach
for the reliability analysis of FD and HD operation modes
in remote-controlled drone and counter-drone systems. We
developed analytical tools to evaluate the detection and de-
modulation probabilities of frequency-hopped BFSK with
channelized energy detectors and noncoherent demodulators
under adversarial or self-induced interference. We verified the
analytical methods through comparison to simulated results
and then used the methods to study three different scenarios,
showing what can be expected to be the actual impact of
either operation mode in terms of the coverage or operation
area. Analysis of the three scenarios showed that FD radio
technology has clear benefits in remote-controlled drone and
counter-drone systems. Specifically, FD operation mode can
extend the effective range of counter-drone systems and al-
lows drone systems to detect interference from the counter-
drone system at a greater distance. However, there are also
potential drawbacks to using FD over HD operation mode,
especially in two-way communications. That is because FD
operation between a remote controller and drone simplifies
targeting that link for the counter-drone system, resulting in
significantly reduced remote-controllable flight range for the
drone, although achieving better spectral efficiency.
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